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US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

HOME SECURITY PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES ABOUTUS

WordPress Sites Targeted by Mass Brute-force Botnet Attack

& Print A Tweet K] send Share

US-CERT is aware of an ongeoing campaign targeting the content management software WordPress, a free and open
source blogging tool and web publishing platform based on PHP and MySQL. All hosting providers offering WordPress
for web content management are potentially targets. Hackers reportedly are utilizing over 90,000 servers to compromise
websites' administrator panels by exploiting hosts with “admin” as account name, and weak passwords which are being
resolved through brute force attack methods.

CloudFlare, a web performance and security startup, has to block 60 million requests against its WordPress customers
within one hour elapse time. The online requests reprise the WordPress scenario targeting administrative accounts from
a botnet supported by more than 90,000 separate IP addresses. A CloudFlare spokesman asserted that if hackers

http://www.us-cert.gov/ncas/current-
activity/2013/04/15/WordPress-Sites-Targeted-Mass-
Brute-force-Botnet-Attack
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Yahoo hack reveals most-used passwords
by Bridget Carey July 12, 2012
c|net

http://news.cnet.com/8301-33692 3-57471417-305/yahoo-hack-
reveals-most-used-passwords/
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